
 

Intermediate Path 2 – Cyber Investigator Job Training 

This job training path is aimed primarily at IT / cyber security professionals looking to upskill in the 

area of cyber security investigation.  For those interested in this area as a possible career option this 

path provides a selection of seven courses to help build the necessary knowledge to work in this 

area.  

Start with the courses covering incident handling: 

1. Infosec Incident Response course – introduction to a high-level discussion of what happens at 

each phase of responding to an incident, followed by a technical deep dive into some of the 

more exciting parts of memory, network and host analysis and forensics.  

2. Certified Computer Security Incident Handler (CSIH) course – gain the essential information 

needed to properly detect, contain and mitigate security incidents. Learn the ins and outs of 

incident response, as well as the tools of the trade used by incident responders on a daily basis. 

 

Then progress onto the more advanced training including: 

3. Certified Computer Forensics Examiner (CCFE) course – learn how to investigate computer 

threats and perform forensics on hard drives, file systems and networks as well as understand 

the legal and ethical issues of investigating cybercrime. 

4. CompTIA Advanced Security Practitioner (CASP+) course -  learn the five CASP+ domains: 1) Risk 

management, 2) Enterprise security architecture, 3) Enterprise security operations, 4) Technical 

integration of enterprise security and 5) Research, development and collaboration. 

5. Certified Information Systems Security Professional (CISSP) course – build your knowledge across 

a broad range of technical and management topics ranging from secure software development 

and cryptography to security governance and risk management.  

6. Information Systems Security Engineering Professional (CISSP-ISSEP) course – learn how to 

design, construct and operate a network with a defined level of availability, integrity and 

confidentiality. 

7. Information Systems Security Architecture Professional (CISSP-ISSAP) course – discover how to 

provide risk-based guidance to senior management and develop, design and analyse security 

solutions that meet organizational goals. 

 

While doing these courses also make use of the 10 Network Analysis Cyber Range labs to hone your 

forensic skills.  It is suggested that participants review each course to select those that best cover 

any knowledge/skill gaps they have in cyber security and cyber investigating.   

With about 100 hours of online training available participants can set their own pace and dive deep 

as they want into cyber investigation.  Most of the courses are aimed at supporting individuals to 

prepare for professional cyber security exams. 

To find out more about each course log onto Infosec or visit their course catalogue online:  

https://www.infosecinstitute.com/courses/ 
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